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,QWURGXFWLRQ
e %ULHI RYHUYLHZ
e '"HPRJUDSKLFYV

([HEXWLYH 6XPPDU\
« 7THFKLFDO VNLOOVJDS

e 6RIWVNLOOV JDS
e 6NLOOVJIDS DW H[HFXWLYH OHYHO

,PSDFW RI 6NLOOV 6KRUWDJH

e QGXFWU\ LPSDFW
e (PHUJLQJ UROHYV

7R ORYH 7RZDUGV &ORVLQJ WKH 6NLO"
e 7UDLQLQJ DQG &HUWLILFDWLRQV

e $SFHGHPLD DQG ,QXGWU\ FROODEHUI
e $, DV VROXWLRQ WR EXLOG VNLOO !

&RQFOXVLRQ
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5HVHDUFK OHWKRG $FNQRZOHGJHPH(
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7KH F\AEHUVHFXULW\ LQGXVWU\ IDFHVY D VHYHUH JOREDO WD«
RUJDQL]DWLRQVE DELOLW\ WR GHIHQG DJDLQVW LQFUHDVL((
D VOLIJKW ULVH LQ WKH DFWLYH ZRUNIRUFH WR PLOOLRQ
ZKLOH WKH ZRUNIRUFH JDS KDV VXUJHG \HDU RQ \HDU WR
GHPDQG RI PLOOLRQ SURIHVVLRQDOV ZRUOGZLGH > @> (
RUJDQL]DWLRQV WR KHLIJKWHQHG ULVN ZLWK LGHQWLI\L

$VLD 3DFLILF VXIIHUV WKH ODUJHVW JDS ZKLOH 1RUWK $PH
GHILFLWYV > @> @ 8UJHQW VWUDWHJILF LQWHUYHQWLRQV D
UHWDLQ VNLOOHG F\EHUVHFXULW\ SURIHVVLRQDOV JOREDO(

7RSURYUEBO ZIRKIMIGEIDWR BOPH UV HBNWLIOBDS X U YHDVY. QLWLDWHG
EV&\% HDJOR B W LRISBLSYHD Q J D TR VIHO G X \DWQW\FD GHEDDWQH UV
HQJDJRGHU F\EHUVHFRHAIWLRQ B BN RN WRURE\Y, 7 ,7 (6

%)6, WHOHFRP KHDOWKFDUH JRYHUQPHQW PDOXIDFWXULC

7DUJHW LIV/E ,62\&,2VDQ &5 0 H D GWKWX U YH'\S ORWHGPN UXFWXUHV
KLULQBHGIQ GHP D/NG OWHW HQRKLIRMO H X SWW L OO LWEWLYHQHV V
DFDGHPHP G L QWBH JL RODOE IQWH UVKMMEQ G LIRIMY KED FNER Q H

RI WKLV UHSRUW FRPSOHPHQWHG E\ H[SHUW FRPPHQWDU\ C

$EZ, Y OZ™N™ gUE0 Z»33Y $, O VOEH UBH6H0Z™3kZ, %



7KH &ORXG 6HFXULW\ $Q
%DQJDORUH &KDSWHUCE

&\EHUVHFXULW\ 6NLOOV 6XUYH &RQUIEXVRRU

D UHVHDUFK LQLWLI
WKH SHUVSHFWLYHV RI
VHFXULW\ OHDGHUV RQ
SUHVVLQJ LVVXHVY WRGD
VKRUWDJH RI VNLOOHG
SURIHVVLRQDOYV

5HVSRQGHQW 3URILOH
7KH VXUYH\ FROOHFWHG
GLYHUVH DQG UHSUHVH(

XQLTXH VWDNHKROG

. &;2 'LUHFWYV f VHQ

UHSRUWLQJ GLUHFWO 5(6321' (176 $5(

RSHUDWLRQDO LQVLJ

. &:2V 1 &,62V &72V
DQG &(2V RIIHULQJ V
ERDUG OHYHO SHUVSHFWLYHRV

. 2WKHUV $ LOQFOXGLQJ VHFXULW\
PDQDJHUV DUFKLWHFWYV
FRQVXOWDQWY DQG LQGXVWU\
H[SHUWV

SHVSRQGHQWY UHSUHVHQWHG (Ps®HwV

RUJDQL]DWLRQV RI DOO VL]HV UHIO J
WKH XQLYHUVDO QDWXUH RI WKH VN O JDSV
(PS® HV

e« /DUJH (QWHUSULVHV %
e« OLG VL]H (QWHUSULVHV &D W &Rl

T
e OLG VL]H (QWHUSULVHV &DWHJIRU
¥ (P S HV

« 6PDOO (QWHUSULVHYV #
« 6PDOO VFDOH &RPSDQLHV f (psaHy

7KLV PL[ SURYLGHG D FRPSUHKHQVLYH
GHJUHH YLHZ RI LQGXVWULHY DQG
RUJDQL]|DWLRQDO VFDOHYV

$3%kZ, % 0Z™N™ eUal Z»38Y $, O VMOEA UB 60 L 0Z™n3%kZ, %
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(QWHUSULVHYV

OLG VL]H
(QWHUSULVHV

OLG VL]H
(QWHUSULVHV

6PDOO
(QWHUSULVHYV

6PDOO VFDOH
&RPSDQ\



7KH VXUYHADV FRQGXFWBGORVH

FROOD E RALDWRLYRHY Q ER@W/ X FIXV
WKHDUQDWDNRWDPRRQRPOLVVLRQ

'(0 DQ@&KHUQDWDNBDFHORSPHQW
$XWKRULBNS DV ZHODVDFDGHPLF
SDUWQHQNFOXGIIRY 9LG\DYDUGKDND
&ROORDILQHHDIQWIO ,0' 6'0

,QVWLWXWH IRU ODQDJHPHQW 'HYHORSPHOW

7KHVSD UW Q H BI\ORDSVHICIWK HH SR U W
FDSWXSHHGY S HFIW RYSRO LIEQ G X VW U\
DQGFDGHRMDUH Q J WKRMNEKHBIW ® G

DSSOLFDELOLW\ dd

.H\ 7KHPHV ([SORUHG
7KH UHSRUW IRFXVHV RQ IRXU GLPHQVLRQV Rl WKH VNLOOV .

6NLBGRRUW D JHWP RV EIVF X WBIS VG H Q WAH UBHG O R X & F X U4, Wo\/
VHFXULW\ 62& RSHUDWLRQV LGHQWLW\ PDQDJHPHQW DQ
& KD O O HG HANG R Q GKHHL.Q WERH.GEKOW U VX BI\O D RNK D Q G VHR®R V X U H
OLPLWHRBVV GRRQRQOHE&IBOWWULDMGVEIRLYVPDWFRKWZHHQ
DFDGHPLF WUDLQLQJ DQG LQGXVWU\ QHHGYV
 PSDREWNLOBRUWDHHMR X QBRI IHRWIDQL]DWHWRDEHIFLGHQW
UHVSRQVH WLPHV FRPSOLDQFH SRVWXUH DQG RYHUDOO |
6 RO X WiL/RH@\G HAX\ JH VRVHIBN DSSGHRDER AU XGR QN | RWHFHNLOOLQ J
DFDGHPLF1LORBXEWER $D\EURYMQ U QDEI[H F X W RDH K DQXG
JOREDO FHUWLILFDWLRQV

K\ 7KLV ODWWHUV

7K XU YR\ K O LW K VWA E H U V H X QWORN) W.BIRIWX BB/L SHQ V@ M H
EXVD VWUDWHMMN SDFWL@JIRYDWHR QO LBIQGHD W L RIHFX U LW \
HPSKDVWKN HERUJD QL] DWVRHRVQ KRN | RAHHH O R ERFRAMEL QL QJ
WHFKQLFDO H[SHUWLVH OHDGHUVKLS VNLOOV DQG $, SRZH!I

:D\ )RUZDUG

&6% DQIJDORUHEV &\%H *OREDO &\EHUVHFEXULW\ 6NLOOV *D:

JRYHUQPHQWY HQWHUSULVHV DQG XQLYHUVLWLHV LQ

e 6FDOLQJ F\EHU WDOHQW SLSHOLQHYV LQ HPHUJLQJ PDUNHW

e (PEHGGLQJ $, DQG FORXG ILUVW VNLOOV LQWR WUDLQLQJ

e 6WUHQIJWRHQGRIFRIOEKWEIUHS DMKBIH[WHQHUDRNE& QW QG
&;2V

$3kZ, Y GZ™MN™ eUED Z»8Y $, O VIMOEA U606 L 0Z™n3%kZ, %



%XLOGLQJ RQ RXU SUBRG WHMHD B HKH VR RXUYNWOOV JDS DVV
KLIKOLJKWY D FULWLFDO HQDEOHU IRU UHVSRQVLEOH $, DG
FDQ DXWRPDWH GHWHFWLRQ DQG UHVSRQVH LWV GHSOR\PF}
DJDLQVW DGYHUVDULDO DWWDFNV UHO\ RQ H[SHULHQFHG S

7KH VKRUWDJH RI FAEHUVHFXULW\ WDOHQW FRPSRXQGV LQW
VIVWHPV VLORHG RSHUDWLRQV DQG HWKLFDO JRYHUQDQFI
WHFKQRORJ\ DORQH %\ OLQNLQJ $, LOQRYDWLRQ ZLWK ZRU
XQGHUVFRUHVY WKDW FORVLQJ WKH VNLOOV JDS LV HVVHQW
$ EV SUHGLFWLYH SRZHU DQG VWUHQJWKHQ JOREDO F\EHU

7KHOREDBHUVHPDWINMSDQGUQSLGOLENG®LILW L DHNXRO@ WLRQ
DQB\EHUF GFRRHANS HF WG HHS®' WULGOLRQ @&HWZLGHQLQJ
V N L @ IOR/U WADKI i H DVAHHFQXVZIRWYO G 2LE@R SO R\ QWG YD QWHEKQLFD O
DQ@RNWLGOMD WLHQUFRPSW L WRWQOHQW HUSHFHDOPDUNH WV
> @

,O, QG ELO®DRIQNEAW IDFIDFXWKRUWRIMMHQJIDOKDGLQJ
GHPDO®G@HVSLWHRIILURWFUHDASIHIQJGZ RU N | RIWHEH Q HOWD/V @
1HDUO\ UH S F/BIWDDBK/ L QUBHY H F X WZLLWWK R U WPDR MWH Y HW@®HD Q G
FORXBFXWL@ Y +®@E UHGSHUVWRWAHRPDLGIWR&E&D QG0 DQEWURQJ
SUREOHP VROYLQJ DGDSWDELOLW\ DQG FROODERUDWLRQ

$3kZ, ¥ GZ™MY™ EUAN Z»AY $, O VIOEWA UBGE0EGZMm%kZ, ¥
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2YHUDOO 7DOHQW 6KRUWDJH

7KH FAEHUVHFXULW\ LQGXVWU\ LV IDFLQJ DQ DFXWH VKRUW
RI RUJDQL]DWLRQV FLWLQJ D ODFN RI TXDOLILHG FDQGLC

FULWLFDO UROHV 7KLV JDS VSDQV ERWK WHFKQLFDO DUHD

VHEXULW\ DQG 62& RSHUDWLRQV"DQG EXVLQHVV IREXVHG L

JRYHUQDQFH

BHYHUDO IDFWRUV FRPSRXQG WKH LVVXH

+LJK FRPSHQVDWLRQ H[SHFWDWLRQV OLPLW DFFHVV IRU VP
OHQJWK\ KLULQJ F\FOHVY VORZ UHFUXLWPHQW DFURVV WKH
F\EHUVHFXULW\ FDUHHU SDWKV UHGXFHVY QHZ HQWUDQWYV L
DUHDV OLNH FRPPXQLFDWLRQ OHDGHUVKLS DQG FURVV |X(
SURIHVVLRQDOVE DELOLW\ WR FRQQHFW VHFXULW\ ZLWK E?

7KH LPSDFW LV VLJQLILFDQW B6KRUWDJHV GHOD\ GLJLWDO \
ULVN DQG VWUDLQ H[LVWLQJ WHDPV OHDGLQJ WR EXUQRX'
RUJDQL]DWLRQV PXVW LQYHVW LQ WDUJHWHG WUDLQLQJ DC
SUDFWLFHV WKDW WDS GLYHUVH WDOHQW SRROV DQG H[SC
DWWUDFW WKH QH[W JHQHUDWLRQ RI F\EHU SURIHVVLRQDO

%\ UHIUDPLQJ WDOHQW GHYHORSPHQW DV D VWUDWHJILF SU
UHVLOLHQFH DQG EXLOG D ZRUNIRUFH FDSDEOH RI PHHWLQ
IRU WRPRUURZEY FKDOOHQJHYV

5(6321' (176 6$<67+$7
48%71),(" &$1', $7(6

$5(,1 6+257%* (

k & %* GRED0& BEHMRXUW WA J 5 UHRUW

$3kZ, ¥ GZ™IY™ éUAG Z»-AY $, O VIOEWA UBGE0EGZMm3%kZ, ¥



6RIW VNLOOV VKRUWDJH

%H\RQG WHFKQLFDO H[SHUWLVH RUJDQL]DWLRQV DUH ILQG
FULWLFDOO\ VKRUW VXSSO\ &ULWLFDO WKLQNLQJ HPHUJHV
VRXUFH ZLWK SUREOHP VROYLQJ DOVR KLJKOLJKWHG DV D
DFFRXQWDELOLW\ DQG DGDSWDELOLW\ DUH OLNHZLVH ODF!
FROODERUDWH DQDO\]H FRPSOH[ WKUHDWVY DQG UHVSRQG
ODQGVFDSH ZKHUH F\EHUVHFXULW\ GHFLVLRQV LQFUHDVLQJ
DQG KLJK VWDNHY HQYLURQPHQWY WKHVH VKRUWFRPLQJV
UHVSRQVH WLPHV $GGUHVVLQJ WKH VRIW VNLOOV JDS LV W
WR EXLOG D FDSDEOH DQG IXWXUH UHDG\ F\EHUVHFXULW\ Z

THFKQLFDO 6NLOO 6KRUWDJH

7KH F\EHUVHFXULW\ ODQGVFDSH LV JUDSSOLQJ ZLWK D VLJC
WHFKQLFDO VNLOOV $, VHFXULW\ VWDQGYV RXW DV WKH KDL
UDSLG DGRSWLRQ RI $, GULYHQ WRROV DQG WKH FRPSOHI[LV
H[SHUWLVH LV DOVR LQ VKRUW VXSSO\ DORQJVLGH FULWLF
RSHUDWLRQDO WHFKQRORJ\ DQG LQGXVWULDO FRQWURO V\'
VHFEXULW\ 7KHVH JDSV OHDYH RUJDQL]DWLRQV YXOQHUDEO
GHSOR\ $, DQG FRQQHFW 27 HQYLURQPHQWY %ULGJLQJ WK
WR VDIHIJXDUGLQJ LQQRYDWLRQ PDLQWDLQLQJ RSHUDWLRQ
GHIHQVHV DJDLQVW LQFUHDVLQJO\ VRSKLVWLFDWHG F\EHU

3$5&,3$176 %/ (.9( 5(6321" (176 %/ (,9(
&57,8$/ 7+,1. 1% 6 7+( $,6(&85,7< ,6 7+(

6&$5&(/<$9%,/8%W (6. .,// 728* +(676. ,/1 72
2%$,1

k & 94-* GREDD&) EHM-PXUW WNGD/ J D8 UHSRUV k & %* GRED0& BEHMRXUW WA J 08 UHRUW

$3%kZ, % 0Z™N™ eUal Z»38Y $, O VMOEA UB 60 L 0Z™n3%kZ, %






,PSDFW RI &\EHUVHFXULW\ 6NLOOV *DSV RQ )LQDQFLDO DQGC

6NLOOSDWUBULYV®EVWDIQWDDO QIS HUDWQ R QDHRO PR VW
LPSDFWHIL JLWDDQV IR UPD@RRBWR  RIRXW SKVRUW X QH
PDQXIDFWRXWHUWBG(%,% RYHWKUWHB UYRB XW R P DUMIZRIQG
GRZQWEZRHGHSURG XMW Q FIDHFW PRQWSKI ODAVYLQWHRKR RV W

0 UHYHGKBXDUWR®JOREDMWSHQW UHSODFIEGNDOHQW
5ROHBNW KREMWD'US D WKWH"D WW UERNMLWRQGIJ™ DODBRNW EUHDFK
FRVWVHUDJHO ZLW3HUVR®DXEDQBY\ILQKBWR RIJOREDO
WXUQRYHU (DFK SRLQW VNLOOV UHDGLQHVV ULVH OLQNYV

&;2 3BHUVSHFWLYHVY RQ &\EHUVHFXULW\ 6NLOOV *DSV

&:2VLGHQWREZILIEGID Q RHFR QV H T X HUGIFHK\OIW R@JE H U V H PXNLLONO V
JDSWLIJKOLIJKMWWH@IL UHDEW SDRWRUJIDQL]DWLRRMOHDGHUYV
UH SR WBMID® VHHE X WRLEV) J LWDEQ V | R USRDRWLFRFQRYZ L Q @ R Y MW IGR Q
ZHDNHQLQJ FRPSHWLWLYH DGYDQWDJH

QRWBQ QF UHDWOE RQR KW V R X WHRL[GWH UYQHEGE RZKV. FAD Q
UDLFRIVIVQGQWURBKEBG SDWNM FLWKLG KUHWUBWYBQEGWD I I
DWW UDWHFE@PIRQUUDDGIGE RQWLQXLVBRLQWIRG!JXODAVRRBOLDQFH
FKDOOHQJHV ZKLOH DFNQRZOHGJHG ORVW UHYHQXH RS

)LQDOO\ UHSR UMM HDMHFX ULGRL G HARW M W KHKIH VIHQ GL Q J V
X Q G H U VW RRI$H U D WILLRXPIMIQDROX P DR VR Q | L RAKIGGHU VNLOOH
F\EHUVHEXULW\ UROHV > @

5(6321' (176
%/ (9 (
6.,/ 6+257$* (
1&5($6(6
25./28%"

$3%kZ, % 0Z™N™ eUal Z»38Y $, O VMOEA UB 60 L 0Z™n3%kZ, %



&S\EHUVHFEDUWMU 3DWK 5RDGPDS DQG WH\RQG

([HEFXWLYH 6WUDWHJILF /HDGHUVKLS
7KH.,62GHILQMWUDWHRDJIJHYVMQV X FIRVPSOLDIFEHQFUHDVLQJIO)\
V XSS RWAWL O DMIDAML R Q BDVOH Y H & VR G P D QABH/D G H IP\DKRDSG
VHFX UL HUWLYGO XHQRIUDPHZRWINWHG 7D Q G6 2 > @
$ORQIJWURSHKLBULYDFODWBDURWHEWLRIR3'32LWLWRBDQGOLQJ
35 QGLDEV '3'3 $FW DQG $, GDWD JRYHUQDQFH

e &62 6WUDWHJI\ ULVN FRPSOLDQFH UHVLOLHQFH
e &3'32 3ULYDF\ ODZ $, JRYHUQDQFH GDWD SURWHFWLRQ

$UFKLWHFWXUH (QJLQHHULQJ
BHFXUSWRKLWHEMRRQWKRRVWQ GHPNR® HRW FUHDWLQJ
HQWHUSWRRHZRWKBHWEFH=HURUX\DWQ W HVLOIEN GFHNWLEDRXG
6HFXUIQVL Q HHQVXWKWD IHRI$:6 $]XUPQG&3ZKLOQBWHIUDWLQJ
'"HY 6 HF 230D FW$FSOLFBMWLROOWL Q HHIRMSBEFWQ SLSHODQ BV
WK$, 0/6HFXUIQWLQHMUIHUJLWEDIHIXPRGHI@RBEGYHUVDULDO
DQG GDWD SRLVRQLQJ > @

e 6HFXULW\ $UFKLWHFW (QWHUSULVH IUDPHZRUNV =HUR 7
e« &ORXG BHFXULW)\ (QJLQHHU &ORXG SODWIRUPV 'HYBHF2S
e $SS6HF (QJLQHHU $3,V VHFXUH FRGLQJ 2:$63

e $, 0/ 6HFXULW\ (QJLQHHU $GYHUVDULDO 0/ PRGHO ULVN

2SHUDWLRQV 5HVSRQVH

2Q WKHURQW O&\EMW VHFXQDW\\DW\G QFLGHBAWSRQ GHROLWR U
HQYLURQRWIQBYYODQG5 LQYHVWUIBEDWBQGHYSROBUHDFKHV
3HQHW UDMMWRIGHUW K LKEIDFEON HUIVP X ODMIHO Z R WAV® EKIVO K UH D W
,QWHOOSQBPQRAWXZEYHUEBKDYDRGY GULFBQZDUHEUEBEG

% OXBIQ@BXUSDHDP/ SHFLDPRNBLQW W D DIQKEH I HQ GE VL JKRWYV
DGYDQFHG UHDGLQHVV

e $QDO\WW 5HVSRQGHU 62& RSHUDWLRQV 6,(0 FRQWDLQP]
e 3HQ 7THVWHU 2IIHQVLYH VHFEXULW\ H[SORLW IUDPHZRUNYV
e« 7TKUHDW ,QWHO $QDO\VW O0DOZDUH WUHQGV &7, SODWIRL
e +\EULG 7HDPV 5HG %OXH 3XUSOH"DWWDFN GHIHQVH

$GYLVRU\ &RPSOLDQFH 5LVN
&\EHUVHF&ERQWXO WD QG@WNXUGS\HF LD O GW\WWHU RIVYG X V VDU NHV
%)6, KHDOWKBFQGHFRPPHUPSOHPHQWLRMHZRDAFRPSOLDQFH
FRQWYR@%&$ QDO \WRNXUHI X O MOR IO FAKQWH T R OOV 5 LV N
&RPSOLDQFH 2IILFHUV WDFNOH HWKLFDO $, XVH DQG HPHU

e SRQWOXRW 6SHFLDOLVW 5LVN DVVHVVPHQW DXGLWYV
e *5& $QDO\VW 1,67 ,62 &6% &&0
e $, 5LVN 2IILFHU 5HVSRQVLEOH $, ELDV PLWLJIJDWLRQ

$3EZ, % QZ™MW™ U0 Z»8Y $, O VOER U866 £ 0Z™r3EZ, %



7KH 6SHFLDOL]HG (PHUJLQJ 5ROHV

%H\REBUNQFWL2RQW & H F X UIQW L Q HSHWRMLHFGAKX V VALY MDHCP V
ZKLORY7 (G BHHF X UBLSM\F L DIGRIPMRAE L O OR FEQIW LEE&/\P DWLW L HV
DQEHDOWKRBEHHYHRURGRBWD JEOWBDGY L QYW HFKQLFDO
VNLOQWB\EH®H VL O LH-DIAHI FOUHVIU® Q VR P UMHDHG LQBGW LV LV
SODQQLQJ

e 27 ,&6 (QJLQHHU &ULWLFDO LQIUDVWUXFWXUH GHIHQVH
e R7 (GJH 6SHFLDOLVW 6PDUW GHYLFHV HGJH VHFXULW\
e BURGXFW ODQDJHU $, VHFXULW\ SURGXFW VWUDWHJ\

e S HVLOLHQFH ODQDJHU &ULVLV UHVSRQVH %&3

SRDGPDS 6WDJHV

&\EHUVHFXULW\ FDUHHUV W\SLFDOO\ HYROYH WKURXJK IRX
JRXQGDWLRQ f 62& $QDO\WW 6HFXULW\ $QDO\VW *5& $Q
6SHFLDOL]DWLRQ  &0ORXG 6HFXULW)\ (QJLQHHU 3HQ 7HV
$GYDQFHG $ 6HFXULW\ $UFKLWHFW 7KUHDW ,QWHO $QDC
)XWXUH t $, 0/ 6HFXULW\ (QJLQHHU $, 5LVN 2IILFHU 5HYV

. H\7UHQG @7 KHRUNIRIWPRYL @R ZDAUER X G KL, U&WL YDHOQG
FRPSOLDQFH VRFXNW & XIFHFWH QR ZGHSHOQRBQQRWQOGHHS
WHFKQLFDO VNLOOV EXW DOVR DGDSWDELOLW\ FROODERU

$Z, Yo QZ™N™ ¢UA0 Z»38Y $, O VMOEWA U666L0Z™R%Z, %

[@l}
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S5RBIR 3R HVWRQDOSHUM IFDVRQV 1O
&ERVQI VKH &\ EHUHFXUW 6NQV* DS

SURIHVVLRQDO F\EHUVHFXULW\ FHUWLILFDWLRQV SOD\ D
JOREDO VNLOOV JDS E\ YDOLGDWLQJ H[SHUWLVH VWDQG
VLIQDOLQJ UHDGLQHVY WR HPSOR\HUYV

.H\ FHUWLILFDWLRQV VXFK DV &,663 &HUWLILHG ,QIRUPD
3URIHVVLRQDO &,6% &HUWLILHG ,QIRUPDWLRQ 6\VWHPV
&HUWLILHG ,QIRUPDWLRQ 6HFXULW\ ODQDJHU HVWDEOL\
FRPSHWHQFLHY LQ JRYHUQDQFH ULVN DQG FRPSOLDQFH

&,663 8216, (5(' $6

7+( 723 &(57,),8$7,216
$: 6 $=85( * &3 6(&85,7< ( (57).&3%

$kZ, ¥ GZ™MN™ eUEN Z»8Y $, O VMOEA U606 L 0Z™n3%k7Z, Y



&(+ &HUWLILHG ENKLIFO® 208FNH B HBX/WYW\ &R IHWV VILRIGD DU
YDOMEBEDQGYV RQ@SIHEWWQJ DQG RMHBXUYW\ VNLOOV ZKLOH
BHFXULWXLSHY DQ HVVHO@WRQ OR B XHOFEHVIYHRQDOV

'LWK FORXG DGRIWLAQD BRBEHO&MHUWLILHGRADRXIGREGHRX UDL@QA
$: 6 XH *&3 6HFXHIGWM\QMLL DI® \H FBIWXNWLVH LQWIHFORIXGEBI P XO
HFROPHQRY FIQMWDRQV SULRULWL]LQJ FRPISDG CHRH. W, 6 2
FHUWALIRF® FRORLUPM OB\ LQ DXGLWLQJ DQGWIPFE® N PF R WIL\Q'
PDQDJHP H@AWRP W \

%\ WMMQJ JOREDO \EHQKKP?BD VA BWKIKEDLQJ PDPRQHWGEHQFH L
FDQGWMGE FDSDEHDPWIHFW X WPHQW MDIHGFRQMROQXR XV
SHIHVVLR QDR SHYYWL WD WD JW K H Q L Q J WHKEKK BFL BN BZHR D IR U
LPRYLQ I RQMWDRGBNMOOLHQFM RINLQUDWKY @

1 REEQ R UHVSROGHQV
HP SKDV} HKDQGV RQ

H SHUHCFH DV WH P RAMFUWFDO
IDPVRUIRUSURGXALQ) WE UHDG,
R\ EHWVHRXUW SURIHVAMRCDY
&BMQ) WHWNQY DS HTXUHY
P RIHWDQFODWRRP GDLOQ)
RUFHULEDARQY  IMGHP DQGV
IP P HIAYH SUDPWFDCH SRVXUH
WDWP [LLRWY UHDOZ RUG

FKDEBIQI HV
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0 HORUKLS SO VD SYRWORG
B\ SOy HP HJLQY 1(("
SUIRIHWMRCDY Z W H SHUHCFHG k & 94* GREDOS EHVHPXUW NI 05 UHEROW
SWDRMARQHY/ Z KR FDQ J XIGH

SUIREGP VROIQI DSSURDHKHV

WKDUH FROM WDAMI KW DG

IRWMUFDUHHUJ URZ W 6VWRQJ

DFDGHP IDELIQGXVM

FRAMERDWRQ LV HT XD

HAMHOADO XQYHIMAHY P XWV

DAQJ Q FXWEXD Z W HYROLQD

WUHDWDXQGWHDSHY  Z KIGH

LOGXVW SDUATHLY SLRYIGH FDVH
WXGEHY P\ EHULDQIHY DQG

JXHVWBRMUHY WDWEUQD WHRU
W aH
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6VRWDJ DFDGHP WU\ ORGMIDE®R WYV HTXD O O\HUN. WH.OIW LEDEY. JXQQ L Y
FXUULFXOBRQYMWXIMWREDQGVFDSHVWIK LSDN W@GENM FDVH
WXGLHYV MBHHW DQW OMAWWKBULQJ W KHRH \ Y¥¥\VGJ X F W

LMW QVKRINBY EULGJIH WKLV JID/SVI@GWE MH/UD Q GHIDGHAL W IOHH Y
RSSKOQWW\ZWUN RE DAWXRNMHFSVNORHF¥RQILGHQFH HDQG FRC
PHDQLQJIK® GDAURQH

2UDQMDRQV VKRXB® RQWR)LKRXVH OHDUQLQJ DFDGHPLHV D
SBJDP VRWH QN XHM VD R\HMNS SDFH ZLWWHYRXE S DIEHQ Y

GHIHQVH DQG FRPSRUIIDXQ¥FW B HIX@LQW BQG IKQFWLRQDO
ZRWNM RSV HQKD®FHRWSIHW G X FW DL W L R ® ID Q GROEDR |

FRQWLQ X RRVP HRSN

%\ FRPELQLQJ IRWRBQ HFEKEEOWQVKLSDUBMG Y§VNLOOLQJ V
F\AENBWFXULW\ FRPP X QIORESFDQL B G GRI&E QN 7KHVIWEROODE!
L Q LWMHYD Q R W V@A WK BIQRIDR QDO GHIHQVHV EXWLDOERHE XLO
SLSHOLQH RRVHW\W\OLROD QUXKRU WKH IXW

$UAILADO, QMM HFH $,  SURVHOW D WDQV RUP DAYH RSSRUMQIW VR DCGUHW WH F\ EHOVHRXUW
WN@Y JDS % DXVRP DAQ) UHSHWAYH VNV VXFK DV &) DCDOMY WUHDWGHWIRARQ YX@H DELON
VFDQQQ)  DOG LQAIGHOWMDIH $, DARZ V WNABIG SUR HVWIRQDY VR FROFHOADM RQ KLI KHU YDOH
FRP SB[ FKDIBQJ HV WDWGHP DQG KXP DQ MG P HOADQG VWDWU LE WIONIQ) $GYDQFHG $, GUYHD
DQDOMEY VP XOAWRQY DQG A\ EHUWDQI HY FDQ FUHDW DEDSWYH WOLAIQ) HOYILRGP HOW  RITHUQ)
KDOGV RQ  VFHQDUR EDWHG H HIAMAV WDWDFFHBADM VNG GHYHBSP HOWIRU ERK QZ  DOG
H SHUHQFHG SUIRIHWIRQDY
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$, ES/UHG L FWU 5DHE L G QW ERDVHI D Q L ] DWW R @/\L F HPHW B MOKIU HIDQVG/
HYRO YRW W Y FINF W RAQN X UW®I.D RAMH P D BQ R D F W DYWHWWHKIDWH D FW LY H
)X UWKHUP,RIRZHDMGHVVRRGEDYG H QWN\IGAHO L F L HAQ FALFANG X U L W\
WHDPYQDEOQIDDGWRW SO HPW D WJ HVSNG L ®MLEH VR XDEBRFDW LR (
VWUDWHKLHRRQ RSWLPWHNLOQYHVWENQY®WRVUHQJRKXHQNO O
VHEXULW\ SRVWXUH

"KHQVW UDW H L IQRDHDIQUDLIAMK & P D € [ S H U WLQ/GH W K LFRYOH U Q DKQ F H
EHFRPHR/UWKDS UR G X FWRRICEN AR PDHFAD W DIRERU N | RIIHFIMG L Q H V V
R S H U D WJILHRVQIDADHYG@EKHY WP QR B H U V H FoxHU H\E \DHU D S L\GKOL\I WALKQUIH D W
ODQGVFDSH

$,$'237,21
)$67(16 7+5($7
' (7(&7,21 $1"' 5(63216(

$ VJQIEDQN R & 2VEHIHYHWDW KUDW HMPARQ 5 HVSRQVH Z RX@ EHQH VWA
PRMIRP $, DGRSWRQ XQGHWFRUQ) W FUMEDOLRG! [Q VWHQIWHQQ) R DQL] DARQD
VHEXUW SRAMWH $V R EHUWUDW JWRZ 1Q FRP SBf IW DOG YROP H $, GLIYH) A VMP \
FDQ WDSIGY DQDO] H YDMAGDEVHN GHMPWDQRP DIHV DQG UAVSRQG R LQAIGHOWV DM
WDQWDGMRQDCP HMRGY  IHEXFIQ) GZ HOWP HDQG P IQIP [ [Q) GDP DIH

% RQG GAWPMRQ DQG LHVSRQWM &; 2V VHH ELRDG SRMQADOIRU $, DFLRW P XGASE
GRP DIQV 9X@H.DELON 0 DQDI HP HQMVFDQ GIYHIDIH $, VR SURUMIH UMV G QDP LEFD@
ZKI®H ,GHOMV  $FFHW 0 DQDUHP HQW ,$0  EHQHIW [URP  LOWMTI HOWDXWHQAFDWRC
DQG DQRP DO GHWPMRQ * 5& $XVRP DARQ * RYHLQDQFH 5IMN DQG &RP STIDQFH  FDQ Et
WHDP @HG WWRXJK $, SRZHHG SRTR\ HQRUFHP HOVDQG LHSRUAMY 8 VHU %4-KDYIR!
$CDOWEY HQDEGN HDUD [GHQWIFDARQ R LOUGHUWUHDV Z KB 62 & $XVRP DIWRQ UHGXFH\
P DQXDOZ RINBDG [P SLRYIQJ HILFHQR ) IOD@ ) DXG' HWPARQ JDIQV ILRP $, (Z DELOA
W XQFRYHU WXEV®!  SIHYIRX\VO XQGHMPVEE®! SDMADY &ROPAHD WHH QLKA
LH GRS, (ZWDQV RUP DAYH SRIMQADCDFLRW WH P\ EHIHRXUW HFRV AP
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> @ ,6&t &\EHUVHFXULW\ :RUNIRUFH 6WXG\ f *OREDO Z
> @ ,6&t ,QVLIKWYV + 2UJDQL]DWLRQDO ULVN SHUFHQW
> @ ,6&t 5SHIJLRQDO :RUNIRUFH %UHDNGRZQ $ $VLD 3DF

DQG (XURSH JDS WUHQGYV

> @ &\EHUVHFXULW\ 9HQWXUHV (PEURNHU t *OREDO F\E|
H[FHHG 86' 7 E\

> @ ,6&t &\EHUVHFXULW)\ :RUNIRUFH 6WXG\ + *OREDO \
FRPSHWLWLRQ IRU WDOHQW

> @ 1$66&20 '6&, &\ EHUVHFXULW\ ,QGLD ODUNHW 5HSRUYV
VL]IH UHJLRQDO GHPDQG DQG VSHQGLQJ WUHQGYV

> @ ,6&t ,QVLIKWYV Tt 6NLOOV JDSV $, DQG FORXG VHF.
LPSRUWDQFH
> @ *DUWQHU S5HVHDUFK *HQHUDWLYH $, LQ &\EHUVHEF

*DSV DQG /HDGHUVKLS 3HUFHSWLRQ )LQGLQJV
> @ )RUUHVWHU 5HVHDUFK $, *RYHUQDQFH DQG 6HFXULW
&\EHUVHFXULW\ 7HDP ,QYROYHPHQW DQG 5LVN ,PSOLFDWL

> @ ,6&t &\EHUVHFXULW)\ :RUNIRUFH 6WXG\ T  QGXVWL
DQG 'HPDQG LQ %)6, 6HFWRU
> @ ,6&t &\EHUVHFXULW\ :RUNIRUFH 6WXG\ T SGYDQFF

DQG 5ROH 'HPDQG LQ ,7 ,7(6 6HFWRU

> @ +HDOWKFDUH &\ EHUVHFXULW)\ :RUNIRUFH 6KRUWDJH
> @ $GGUHVVLQJ WKH 2QJRLQJ 27 6HFXULW\ 6NLOOV *DS
'HFHPEHU

> @ &\EHUVHFXULW\ 6NLOOV 6KRUWDJH 'LUHFWO\ 7LHG \
7KLQN 2FWREHWWWSY Z7ZZ LEP FRP WKLOQON LQVLJKWYV F\
VNLQOV JDS FRQWULEXWHG LQFUHDVH DYHUDJH EUHDFK F

> @ S\EHUVHFXULW\ :RUNIRUFH 5HSRUW %ULGJLQJ V
DQG 6NLOOV *DS %RVWRQ &RQVXOWLQJ *URXS %&* 2FV

KWWSV 777 EFJ FRP SXEOLFDWLRQYV F\EHUVHFXULW\

WKH_JDS

> @ S\EHUVHFXULW)\ :RUNIRUFH 5SHVHDUFK 5HSRUW

KWWSV 72727 VDQV RUJ POS DWWUDFW KLUH UHWDLQ F
> @ &S\EHUVHFXULW\ 6NLOOV *DS 5HSRUW )RUWLQH!

KWWSV 7277Z IRUWLQHW FRP FRQWHQW GDP IRUWLQHW DV
F\EHUVHEXULW\ VNLOOV JDS UHSRUW SGI




7KH F\AEHUVHFXULW\ VNLOOV JDS LV PRUH WKDQ D Z
FKDOOHQJH ~ LW DIIHFWV LQQRYDWLRQ RSHUDWLRC
DQG QDWLRQDO VHFXULW\ %XW DGGUHVVLQJ LW SU
WUHPHQGRXV RSSRUWXQLW\

‘H LQYLWH SURIHVVLRQDOV HGXFDWRUV SROLF\PD
RUJDQL]DWLRQV WR FROODERUDWH LQ DGYDQFLQJ |
VKDULQJ LQVLIKWY DQG GHYHORSLQJ DFWLRQDEOH
"KHWKHU DV D FRQWULEXWRU PHQWRU LQVWLWXWI
RUDGYRFDWH IRU ZRUNIRUFH GHYHORSPHQW \RXU
LQYROYHPHQW LV FUXFLDO /HWEV ZRUN WRJIJHWKHL
VNLOOHG UHVLOLHQW F\EHUVHFXULW\ HFRV\VWHP \
WRGD\EV WKUHDWY DQG WRPRUURZEYV FKDOOHQJH\






	The Specialized & Emerging Roles
	Beyond core functions, OT/ICS Security Engineers protect industrial systems, while IoT/Edge Security Specialists focus on billions of devices in smart cities and healthcare. Cybersecurity Product Managers blend business and technical skills, and Cyber Resilience Managers lead ransomware readiness and crisis planning.

	Roadmap Stages

